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OUR VISION

"A thriving and friendly community that recognises our history
and embraces cultural diversity and economic opportunity,
whilst nurturing our natural and built environment."

OUR MISSION

“To deliver affordable and quality Local Government
services.”

CORE VALUES OF THE SHIRE

The core values that underpin the achievement of the
mission will be based on a strong customer service
focus and a positive attitude:

Communication

Integrity
Respect
Innovation
Transparency

Courtesy

DISCLAIMER

The purpose of Council Meetings is to discuss, and where possible, make resolutions about items appearing on
the agenda. Whilst Council has the power to resolve such items and may in fact, appear to have done so at
the meeting, no person should rely on or act on the basis of such decision or on any advice or information
provided by a Member or Officer, or on the content of any discussion occurring, during the course of the
meeting.

Persons should be aware that the provisions in section 5.25 of the Local Government Act 1995 establish
procedures for revocation or rescission of a Council decision. No person should rely on the decisions made by
Council until formal advice of the Council decision is received by that person. The Shire of Broome expressly
disclaims liability for any loss or damage suffered by any person as a result of relying on or acting on the basis
of any resolution of Council, or any advice or information provided by a Member or Officer, or the content of
any discussion occurring, during the course of the Council meeting.

Should you require this document in an alternative format please contact us.
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8. MATTERS FOR WHICH THE MEETING MAY BE CLOSED

UNDER SECTION 5.23 (2)(D) OF THE LOCAL GOVERNMENT ACT 1995 COUNCIL MAY
RESOLVE TO MOVE THE MEETING BEHIND CLOSED DOORS.
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12. BUSINESS OF AN URGENT NATURE

12.1 MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD 18 NOVEMBER 2019

LOCATION/ADDRESS: Nil

APPLICANT: Nil

FILE: FREO2

AUTHOR: Manager Financial Services
CONTRIBUTOR/S: Nil

RESPONSIBLE OFFICER: Director Corporate Services
DISCLOSURE OF INTEREST: Nil

DATE OF REPORT: 19 November 2019

SUMMARY: This report presents to Council the outcomes of the Audit and Risk
Committee’'s meeting held 18 November 2019 and seeks adoption of the
recommendations pertaining to the 2019 Financial Management Review, Quarter 1
Finance and Costing Review (FACR) 2019-20 and the Risk Management Biannual Update
Report.

BACKGROUND

Previous Considerations

2019 Financial Management Review

OMC 26 May 2016 - Item 10.3

The Local Government (Financial Management) Regulations 1996 (the Regulations)
prescribe the requirement for an extensive review of a local government’s financial
management systems and processes. It requires the Chief Executive Officer (CEO) to
undertake reviews of the appropriateness and effectiveness of the financial management
systems and procedures of the local government regularly (and not less than once in
every 3 financial years) and report to the local government the results of those reviews. In
June 2019 the CEO engaged auditor AMD Chartered Accountants to conduct a
comprehensive review.

The objective of the engagement was to test the financial management system of the
Shire of Broome and receive a report on the appropriateness and effectiveness of the
control environment within, as required by regulation 5(2)(c).

This report summarises the factual findings and observations of the review examination
and includes recommendations from the auditors that are considered appropriate for the
Shire to improve any weaknesses in systems and conftrols.

1st Quarter Finance and Costing Review 2019-20

OMC 27 June 2019 [tem 9.4.2
OMC 17 October 2019 [tem 12.1

The Shire of Broome has carried out its 1st Quarter Finance and Costing Review (FACR) for
the 2019/20 Financial Year. This Review of the 2019/20 Annual Budget is based on actuals
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and commitments for the first 3 months of the year from 1 July 2019 to 30 September 2019,
and forecasts for the remainder of the financial year.

This process aims to highlight over and under expenditure of funds and over and under
achievement of income targets for the benefit of Executive and Responsible Officers to
ensure good fiscal management of their projects and programes.

Once this process is completed, a report is compiled identifying budgets requiring
amendments to be adopted by Council. Additionally, a summary provides the financial
impact of all proposed budget amendments to the Shire of Broome's adopted end-of-
year forecast, to assist Council o make an informed decision.

It should be noted that the 2019/20 annual budget was adopted at the Ordinary Meeting
of Council on 27 June 2019 as a balanced budget. There have been further amendments
adopted by Council as part of the Annual Financial Statements for the use of additional
carried forward surplus. The result of all amendments prior to the first quarter FACR is a nil
impact upon the Shire of Broome's forecast end of year position.

Risk Management Biannual Update Report

Audit Regulation 17 came into effect in 2013.
It requires the Chief Executive Officer to review the appropriateness and effectiveness of a
local government’s systems and procedures in relation to:

(a) risk management;

(b) internal control; and

(c) legislative compliance.
The Risk Profiles Register developed by Local Government Insurance Services (LGIS) were
designed to allow local governments to be compliant with Audit Reg 17.

However, the long-term appropriateness of this tool has recently been questioned as the
use of risk profiles creates a siloed approach to risk management that has the potential to
cause:

e risk events to not be identified or managed:;
e significant duplication;

e significant control gaps and lack of assurance.

Put another way, the risk profiles demonstrate that the Shire is doing risk management
rather than managing risk.

COMMENT

2019 Financial Management Review

The financial management systems review covered the period 1 July 2018 to 30 June 2019
and considered the following financial systems and procedures of Council:

e Proper collection of all money owing to the Shire;
e Safe custody and security of all money collected or held by the Shire;
e Proper maintenance and security of the financial records of the Shire;

e Proper accounting for municipal or trust;
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e Proper authorisation for the incurring of liabilities and the making of payments;
¢ Maintenance of payroll, stock control and costing records; and

e Preparation of budgets, budget reviews, accounts and reports required by the
Local Government Act 1995 (the Act) or the regulations.

The auditors did not necessarily examine compliance with provisions of the Act or
Regulations, which were not financial in nature.

It should be noted that this examination was not an assurance engagement, audit or
review in accordance with the Framework for Assurance Engagements, Australian
Auditing Standards, Auditing Standards on Review Engagements or Standards on
Assurance Engagements.

The role of expressing assurance on balances rests with the external audit function and
those procedures have been carried out separately from this examination. The final
external audit was completed in September 2019 and presented to the Audit and Risk
Committee (the Committee) on 15 October 2019 and tabled at the October OMC.

The objective of the FMR was to examine the appropriateness and effectiveness of the
financial management systems and procedures of the Shire on behalf of the CEO, with
the report intended solely to assist the CEO prepare their review for presentatfion to
Council as required by r5 (2)(c). Itis not intended to express or imply any assurance.

The FMR has taken the form of an agreed procedures engagement in accordance with
Australian Auditing Standards.

The audit examination and this report should be considered on this basis.

In reporting the results of the review to the local government, the report summarises
exceptions and provides auditor recommendations to address the issues raised.

Officers have noted responses and actions against each recommendation in order to
address the specific issues:

Focus Area Findings Management Response
Cash count Minor variances identified when |The float count was not
variances completing cash counts during | undertaken on the day of
site visits. examination. Required
procedures needs fo be
completed prior to the first

fransaction of the day.
Daily Banking The daily banking sheet prepared | Cash count to be performed in

Reconciliation-
Library

each morning by Library staff as
part of the balancing process is
not signed by the preparer nor is
there evidence of independent
review by a Library staff member.

the presence of two staff and will
evidence segregation of
preparation and review.

Physical Security
of Cash

Broome Recreation Aquatic
Centre does not utilise Council's
engaged security company, and

instead complete their own
banking. Cash takings and floats
are taken home by Waste

Management Officers.

The security pick-up is a new trial
initiative  and is not standard
operating practice. Management
will  explore the possibility of
extending the security cash pick-
up at the Broome Recreation and
Aquatic Centre.
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Monies from the Waste
Management Facility be provided

Waste  Management  Facility
closes at 3:30 and should be able

to the Shire at the end of each|to drop the monies to the
week day. Administration Building.

Security of Keys | Suggestions for enhancement to | Management  reviewing key
restrictions for plant and vehicle | security requirements and
keys at the Depot. procedures in line with

Keys cabinet at the Shire
Administration Office left
unlocked.

Keys not stored in the lockable
cabinet at the time of inspection.

operational activities.

Information
Technology

Consideration be given to further
enhancements of the Shire's ICT
Framework.

Updated Business Confinuity Plan.

Review of
maintenance.

system  backup

Issues were raised in relation to
user access requests for access,
password management process
and the connection of private
devices to the network.

Management acknowledged the
comments raised and action
plans will be implemented as soon
as possible.

Business Continuity Plan is currently
being reviewed.

Cloud backup implemented with
full backup hosted in data centre
in Perth.

Access and Password Policy
developed and implemented.

ICT security practices will be @
focus over the next 6 months.

Municipal Bank
Reconciliation

At the time of the review there
were  unresolved  reconciling
differences within municipal bank
reconciliations prepared
subsequent to January 2019.

Management review of April bank
reconciliation identified items
requiring investigation and
restatement of prior months
reconciliation. Reconciling item
resolved at the date of response.

Credit Cards

Independent reviewer to sign off
both the consolidated credit card
statement and individual card’s
statement.

Cardholders to sign off their own
statement.

Consistent process when
substantiation of expenditure.

Management acknowledges all
comments and will implement
controls to address the findings.

Revised Credit Card procedures
have been drafted for approval.

Tenders

Lack of overarching tfender
checklist and instead completed
on a case by case basis.

Formal post project review report
is not prepared for projects post
completion.

Issue due to process not being
undertaken following staff
turnover. Tender checklist now
captured in ProMapp.

Electronic tender register to be
placed on the Shire's website.
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Once posted it is proposed that
this will be used for all tenders.

Petty Cash

Instances whereby petty cash
expenditure did not adhere to the
Shire’s stated procedures.

Management acknowledges the
comments made and  will
implement controls to address the
findings.

Review of Payroll

Recommend a checklist be
developed to clearly document
the preparation and review
process undertaken in relation to
payroll.

A payroll review checklist setting
out the review procedures
implemented and in use since 11
July payday.

Maintenance of
payroll, stock
control and
costing records:
Fuel Usage
Analysis

Further enhancement fto the
Shire's fuel wusage analysis s
recommended.

Management utilises the Plant
Costing Report which summarises
all costs charged to individual
plant items and facilitates review
and identification of plant items
with unusually high costs.

Management will ensure that this
report is reviewed and actioned
for any notable observations.

Non-Compliance
with Regulations

A confract was awarded from a
request for quote however the
value of the work subsequently
performed exceeded the tender
threshold.

On 3 occasions the
advertisements for tenders did not
include the contact person at the
Shire.

Unspent borrowings in the 2018/19
annual budget adopted for
2018/19 had no details of when
the borrowing occurred.

Details required for waivers or
concessions were not included in
the annual budget adopted for
2018/19.

Work underway to enter contracts
and tenders for supplies that have

the potential to exceed
purchasing thresholds.
Senior Procurement and Risk

Officer is now the contact person
for all new Tenders.

Unspent borrowings in the future
will include information on the
year in which the money was
borrowed.

Future budget documents will
disclose the details for waivers or
concessions not included in the
adopted annual budget and, if
applicable, the objects and
reasons for the discount.

Investment Policy

Consideration be given fo
specifying the number of quotes
required prior to reinvestment of
funds to ensure a competitive rate
of return is received.

Policy 2.2.3 Investment of Surplus
Funds will be updated to formalise
the Shire's customary practice of
obtaining competitive quotes.

Risk
Management
Strategies and
Procedures

The Shire's Risk Management
Strategies and Procedures refers
to former and now outdated
Australia/New Zealand Guideline

Framework s
updated.

currently  being
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ISO 31000:2009.

15t Quarter Finance and Costing Review 2019-20

The Quarter 1T FACR commenced on 30 October 2019. The results from this process
indicate a deficit forecast financial position to 30 June 2020 of $187,617 should Council
approve the proposed budget amendments.

Officers make every effort to ensure that the net impact of each FACR is as minimal as
possible. However, the net deficit forecasted mainly relates to:

- $160,000 in additional rates due to the omission of 5 properties from the GRV roll
provided by Landgate;

- $106,000 in additional Chinatown project management costs including shade
lighting design, and predicted expenses for ongoing Defects Period and Dispute
resolution;

- $70,000 for improvements to Ranger and Health business systems to increase
efficiencies and payment methods;

- $50,000 for the recruitment of a 6-month ICT Project Officer to progress the backlog
of ICT projects due fto staff vacancies, and assist with business system
improvements;

- $42,000 decrease in actual Federal Assistance Grants (FAGS) received.

The above figure represents a budget forecast should all expenditure and income occur
as expected. It does not represent the actual end-of-year position which can only be
determined as part of the normal annual financial processes at the end of the financial
year.

A comprehensive list of accounts (refer to Attachment 1) has been included for perusal by
Council and summarised by Directorate.

A summary of the results follows:

SHIRE OF BROOME SUMMARY REPORT
BUDGET IMPACT
FACR Q1 FACR Q1 YTD
AP FASE] Org. Exp/ Impact Adopted YD
Adopted Overall Impact
(Org (Inc) / Exp Budget
Budget (Inc) / Exp . (less Org
(Inc) / Exp Savings) (less Org Amend. Savings)
(by Dept) Savings) | (Inc) / Exp
Executive 0 82,000 65,000 17,000 17,000
Corporate Services 0 -221,461 -202,461 -19,000 -19.,000
Development and
Community 0 84,355 15,986 68,369 68,369
Infrastructure 0 162,141 40,893 121,248 121,248
Impact of Council
approved budget 0 0 0 0 0
amendments
Net impact of Org
Savings/Expenditure 0 0 0 0 0
0,000* 107,035 -80,582 187,617 0,000t 187,617
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Risk Management Biannual Update Report

Biannual Report on Risk Improvement initiatives
The following activities have been undertaken over the period May 2019 — October 2019.

Risk Action

Status

Insurance Strategy or Policy to be
developed

LGIS have been engaged to complete a
comprehensive Insurance Risk Profiling exercise. The
field work has been completed with the full report
and recommendations expected by the end of
November.

This will inform the 2020/21 insurance renewal process
as well as documenting the Shire’s current insurance
status, listing known uninsurable infrastructure/events
and commencing the discussion on the Shire’s
appetite for self insurance in certain areas such as
excesses applied to policies and workers
compensation.

Workforce Plan

Consultant has commenced update with full report
expected by February 2020.

Risk Management Training

Manager of Governance, Strategy and Risk
completing Advanced Diploma of Governance, Risk
and Compliance.

Business Continuity Plan

Desktop review completed and LGIS engaged to
undertake full review including fraining workshops
and exercises with relevant staff in December.

Cloud backup implemented with full backup now
hosted in Data Centre in Perth.

ICT Security

Access Policy developed and implemented
including password policy and access authorisation
process.

Statement of Business Ethics

Adopted by Council at the August 2019 Ordinary
Meeting of Council.

Contract Management Training

LGIS have conducted a Contract Risk Management
workshop for 12 staff heavily involved in contract
management and procurement.

WALGA will be completing 3 days of contract
management fraining for approximately 20 people
at the end of November covering:
e Planning & Specification Development
e Evaluation, Supplier Selection & Confract
Establishment; and
e Managing Contracts in Local Government.

RelianSys — Compliance Software

FACRT has a recommendation to implement
RelianSys which is a specialised software package to
provide greater legislative compliance assurance.
This is a focus area of the OAG.

New Risk Management Framework Approach




Agenda - Ordinary Meeting of Council 21 November 2019 Page 12 of 72

The Shire's existing Risk Management Policy, Strategy and Procedures are due for review.

Research and a referral from the City of Bunbury have led to an investigation of a risk
management framework approach developed by a Risk Management expert based in
Canberra. The approach is rapidly gaining popularity and being implemented by federal,
state and local government agencies on the east coast.

This growth is being driven out of frustration that traditional approaches to risk
management have led to questionable improvements in risk management practices and
have not provided the control assurance nor prioritisation of effort that AS/NZS/ISO 31000
Risk Management — Principles and Guidelines aims to deliver.

Risk Events

The majority of risk registers and risk profile registers detail a substantial amount of causes
and consequences. However, the focus should be on defining the much smaller number
of events/incidents that, if they occur will have a material impact on the Shire's objectives.

Local governments on a whole have the same core risks with some variability due to
different service delivery. Why is it then that local governments have all developed
different risk registers with different risk contexts?

The Canberra consultant is currently developing a series of common risk libraries for various
industries. The Shire of Broome has been asked to participate in the consultation process
to develop the common risk library for local government. It is envisaged that this will lead
to arisk library of 30 — 40 initial events/incidents that local governments will focus on.

Example risk events might include:

e disruption to the collection of rubbish,
e explosion at bulk fuel storage facility at depot
e member of staff or elected member accepting benefits for approval of works.

Strategic vs Operational Risks

The new risk management framework will look to create separate risk registers for Strategic
and Operational Risks as they require a different management approach. Typically,
strategic risks would be managed by the Council whereas operational risks are managed
by the CEO and reported to the Council as required.

In essence, strategic risks are events beyond the control of the Shire however require
strategies to mitigate should an event occur.

Ultimately, the primary benefit to be obtained from risk management is to facilitate the
making of risk informed decisions.

CONSULTATION

2019 Financial Management Review

AMD Chartered Accountants

1st Quarter Finance and Costing Review 2019-20

All amendments have been proposed after consultation with Executive and Responsible
Officers at the Shire.

Risk Management Biannual Update Report
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The existing R-TAG have discussed the need to reset the risk management context within
the R-TAG, so that focus is applied to control effectiveness and assurance for identified
high risk events.

STATUTORY ENVIRONMENT

Local Government Act 1995

Section 6.5

Accounts and records

The CEO has a duty —

(a)

(b)

to ensure that there are kept, in accordance with regulations, proper
accounts and records of the transactions and affairs of the local
government; and

to keep the accounts and records up to date and ready for inspection at
any time by persons authorised to do so under this Act or another written
law.

Local Government (Financial Management) Regulations 1996

Regulation 5.  Financial management duties of the CEO
(1) Efficient systems and procedures are to be established by the CEO of a local
government —

(a)
(b)

(c)

(d)

(e)

(f)
(9)

for the proper collection of all money owing to the local government;

for the safe custody and security of all money collected or held by the
local government;

for the proper maintenance and security of the financial records of the
local government (whether maintained in written form or by electronic or
other means or process);

to ensure proper accounting for municipal or trust —

(i) revenue received or receivable;
(ii) expenses paid or payable; and
(iii) assets and liabilities;

fo ensure proper authorisation for the incurring of liabilities and the making
of payments;

for the maintenance of payroll, stock control and costing records; and

to assist in the preparation of budgets, budget reviews, accounts and
reports required by the Act or these regulations.

(2)  The CEOisto —

(a)

(b)

ensure that the resources of the local government are effectively and
efficiently managed:;

assist the council to undertake reviews of fees and charges regularly (and
not less than once in every financial year); and

(c) undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly (and not
less than once in every 3 financial years) and report to the local government the
results of those reviews.
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7.13  Regulations as to audits

(1) Regulations may make provision —

(i) requiring local governments to carry out, in the prescribed manner and in a
form approved by the Minister, an audit of compliance with such statutory
requirements as are prescribed whether those requirements are —

(i) of a financial nature or not; or
(ii) under this Act or another written law.

Local Government (Audit) Regulations 1996

13. Prescribed statutory requirements for which compliance audit needed (Act s.

7.13(1)(1)
For the purposes of section 7.13(1)(i) the statutory requirements set forth in the
Table to this regulation are prescribed.

Table

Local Government Act 1995
s. 3.57 5. 3.58(3) and (4) | s. 3.59(2). (4)

and (5)
5.5.16 s.5.17 5.5.18
5. 5.36(4) 5. 5.37(2) and (3) | s. 5.42
5. 5.43 S. 5.44(2) 5. 5.45(1)(b)
s. 5.46 s. 5.67 s. 5.68(2)
s.5.70 s.5.73 s.5.75
s.5.76 s.5.77 s.5.88
s. 5.89A s.5.103 s.5.120
5. 5.121 s. 7.1A s.7.1B
s.7.3 s. 7.6(3) 5. 7.9(1)

s. 7.12A

Local Government (Administration) Regulations 1996

r. 18A r. 18C r. 18E
r. 18F r. 18G r.19
r. 19C r. 19DA r.22
r.23 r.28 r. 34B
r.34C

Local Government (Audit) Regulations 1996

r.7 r.10
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14.
(1)

(2)
(3A)

(3)

15.
(1)

Local Government (Elections) Regulations 1997

r. 30G

Local Government (Functions and General)
Regulations 1996

r.7 r.9 r.10

r.11A r.11 r.12

r. 14(1), (3) r.15 r.16

and (5)

r.17 r. 18(1) and (4) r.19

r.21 r.22 r.23

r.24 r. 24AD(2), (4) r. 24AE

and (6)

r. 24AF r. 24AG r. 24AH(1)
and (3)

r. 24Al r. 24E r. 24F

Local Government (Rules of Conduct)
Regulations 2007

r.11

[Regulation 13 inserted in Gazette 23 Apr 1999 p. 1722-4; amended in Gazette
1 Jun 2004 p. 1917; 31 Mar 2005 p. 1042-3; 30 Sep 2005 p. 4418-20; 21 Dec 2010
p. 6758-61; 30 Dec 2011 p. 5579-80; 18 Sep 2015 p. 3813; 26 Jun 2018 p. 2386.]

Compliance audits by local governments

A local government is to carry out a compliance audit for the period 1 January to
31 Decemberin each year.

After carrying out a compliance audit the local government is to prepare a
compliance audit return in a form approved by the Minister.

The local government’s audit committee is to review the compliance audit return
and is fo report to the council the results of that review.

After the audit committee has reported to the council under subregulation (3A),
the compliance audit return is to be —

(a) presented fo the council at a meeting of the council; and

(b) adopted by the council; and

(c) recorded in the minutes of the meeting at which it is adopted.

[Regulation 14 inserted in Gazette 23 Apr 1999 p. 1724-5; amended in Gazette 30
Dec 2011 p. 5580-1.]

Compliance audit return, certified copy of etc. to be given to Executive Director

After the compliance audit return has been presented to the council in

accordance with regulation 14(3) a certified copy of the return together with —

(a) a copy of the relevant section of the minutes referred to in regulation
14(3)(c); and

(b) any additional information explaining or qualifying the compliance audit,
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is fo be submitted to the Executive Director by 31 March next following the
period to which the return relates.
(2) In this regulation —
certified in relation to a compliance audit return means signed by —
(a) the mayor or president; and
(b) the CEOQ.

[Regulation 15 inserted in Gazette 23 Apr 1999 p. 1725.]
Local Government (Financial Management) Regulation 1996
r33A. Review of Budget

(1) Between 1 January and 31 March in each financial year a local government is to
carry out a review of its annual budget for that year.

(2A)  The review of an annual budget for a financial year must —

(a) consider the local government’s financial performance in the period
beginning on 1 July and ending no earlier than 31 December in that
financial year; and

(b) consider the local government’s financial position as at the date of the
review; and
(c) review the oufcomes for the end of that financial year that are forecast in
the budget.
(2) Within 30 days after a review of the annual budget of a local government is
carried out it is fo be submitted to the council.
(3) A council is to consider a review submitted to it and is to determine* whether or
not to adopt the review, any parts of the review or any recommendations made in
the review.

*Absolute majority required.

(4) Within 30 days after a council has made a determination, a copy of the review
and determination is to be provided to the Department.

Local Government Act 1995

6.8. Expenditure from municipal fund not included in annual budget

1) A local government is not to incur expenditure from its municipal fund for an
additional purpose except where the expenditure —
a) isincurred in a financial year before the adoption of the annual budget by
the local government;
b) is authorised in advance by resolution*; or
c) is quthorised in advance by the mayor or president in an emergency.
(Ta In subsection (1) —

“additional purpose” means a purpose for which no expenditure estimate is
included in the local government’s annual budget.

Local Government (Audit) Regulations 1996

16. Audit committee, functions of
An audit committee —
(a) is to provide guidance and assistance to the local government —
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(i) as to the carrying out of its functions in relation to audits carried out
under Part 7 of the Act; and

(ii) as to the development of a process to be used to select and
appoint a person to be an auditor;

and
(b) may provide guidance and assistance to the local government as to —

(i) matters to be audited; and

(ii) the scope of audits; and

(iii) its functions under Part 6 of the Act; and

(iv) the carrying out of its functions relating to other audits and other
matters related to financial management; and
(c) is to review a report given to it by the CEO under regulation 17(3) (the
CEQ’s report) and is to —
(i) report to the council the results of that review; and
(ii) give a copy of the CEQ’s report to the council.

17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local

government’s systems and procedures in relation to —
(a) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation
(1)(a), (b) and (c), but each of those matters is to be the subject of a review at
least once every 2 calendar years.

(3) The CEQ is to report to the audit committee the results of that review.

Local Government (Financial Management) Regulation 1996

r33A. Review of Budget

(1) Between 1 January and 31 March in each financial year a local government is to
carry out a review of its annual budget for that year.

(2A) The review of an annual budget for a financial year must —

(a) consider the local government’s financial performance in the period
beginning on 1 July and ending no earlier than 31 December in that financial
year; and

(b) consider the local government’s financial position as at the date of the
review; and

(c) review the outcomes for the end of that financial year that are forecast in the
budget.

(2)  Within 30 days after a review of the annual budget of a local government is
carried out itis to be submitted fo the council.

(3) A councilis to consider a review submitted to it and is to determine* whether or
not to adopt the review, any parts of the review or any recommendations made
in the review.

*Absolute majority required.

(4) Within 30 days after a council has made a determination, a copy of the review

and determination is to be provided to the Department.

Local Government Act 1995

6.8. Expenditure from municipal fund not included in annual budget
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1) Alocal government is not to incur expenditure from its municipal fund for an
additional purpose except where the expenditure —

(a)is incurred in a financial year before the adoption of the annual budget by
the local government;

(b) is authorised in advance by resolution*; or

(c) is authorised in advance by the mayor or president in an emergency.

(1a) In subsection (1) —
“additional purpose” means a purpose for which no expenditure estimate is
included in the local government’s annual budget.

POLICY IMPLICATIONS

2019 Financial Management Review

2.2.3 Investment of Surplus Funds

1st Quarter Finance and Costing Review 2019-20

2.1.1 Materiality in Financial Reporting

It should be noted that according to the materiality threshold set in Policy 2.1.1 Materiality
in Financial Reporting, should a deficit achieve 1% of Shire's operating revenue ($422,176)
the Shire must formulate an action plan to remedy the over expenditure.

Risk Management Biannual Update Report

2.1.1 Legislative Compliance
2.1.4 Risk Management

2.2.1 Internal Control
FINANCIAL IMPLICATIONS

2019 Financial Management Review

The conduct of the three yearly Financial Management Review, is a separate and
additional cost fo Council’'s audit which is conducted by the appointed auditors.

1st Quarter Finance and Costing Review 2019-20

The net result of the Quarter 1 FACR estimates indicate that there will be a budget deficit
position of $187,617 to 30 June 2020.

Risk Management Biannual Update Report

RISK

2019 Financial Management Review

The three-year Financial Management Review is a risk mitigation process in itself and
identifies areas for improvement. A management response has been provided for each
issue raised and action will continue to address outstanding matters as a priority.

1st Quarter Finance and Costing Review 2019-20
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The Finance and Costing Review (FACR) seeks to provide a best estimate of the end-of-
year position for the Shire of Broome at 30 June 2019. Contained within the report are
recommendations of amendments to budgets which have financial implications on the
estimate of the end-of-year position.

The review does not, however, seek to make amendments below the materiality threshold
unless strictly necessary. The materiality thresholds are set at $10,000 for operating budgets
and $20,000 for capital budgets. Should a number of accounts exceed their budget within
these thresholds, it poses a risk that the predicted final end-of-year position may be
understated.

In order to mitigate this risk, the CEO enacted the FACRs to run quarterly and Executive
examine each job and account to ensure compliance. In addition, the monthly report
provides variance reporting highlighting any discrepancies against budget.

It should also be noted that should Council decide not to adopt the recommendations, it
could lead to some initiatives being delayed or cancelled in order to offset the additional
expenditure associated with running the Shire's operations.

Risk Management Biannual Update Report

The Shire has funds budgeted in 2019/20 to redevelop the organisational risk framework.
STRATEGIC IMPLICATIONS

Our People Goal - Foster a community environment that is accessible, affordable,
inclusive, healthy and safe:

Effective communication

Affordable services and initiatives to satisfty community need
Accessible and safe community spaces

A healthy and safe environment

Our Prosperity Goal - Create the means to enable local jobs creation and lifestyle
affordability for the current and future population:

Affordable and equitable services and infrastructure

Our Organisation Goal - Continually enhance the Shire’s organisational capacity to
service the needs of a growing community:

An organisational culture that strives for service excellence
Sustainable and integrated strategic and operational plans
Responsible resource allocation

Effective community engagement

Retention and attraction of staff
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Improved systems, processes and compliance

VOTING REQUIREMENTS
Absolute Majority

COMMITTEE RECOMMENDATION 1:

That Council:

1. Receives the Quarter 1 Finance and Costing Review Report for the period ended 30
September 2019;

2.  Adopfts the operating and capital budget amendment recommendations for the
year ended 30 June 2020 as attached;

3. Notes a forecast end-of-year position to 30 June 2020 of a $187,617 deficit position;
and

4.  Approves a budget fransfer to the Public Open Space Reserve of $80,582 to
quarantine potential surplus funds at the end of the financial year.

(ABSOLUTE MAJORITY REQUIRED)

VOTING REQUIREMENTS
Simply Majority

COMMITTEE RECOMMENDATION 2:

That Council:
1. Receives the Financial Management Review Report - August 2019 as attached; and

2. Notes the Management Responses and requests the Chief Executive to continue to
progress finalisation of any outstanding matters.

VOTING REQUIREMENTS
Simply Majority

COMMITTEE RECOMMENDATION 3:

That Council Receives the Risk Management Biannual Update Report.

Attachments
1. Minutes - Audit and Risk Committee Meeting 18 November 2019
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OUR VISION

"A thriving and friendly community that recognises our history
and embraces cultural diversity and economic opportunity,
whilst nurturing our natural and built environment.”

OUR MISSION

“To deliver affordable and quality Local Government
services.”

CORE VALUES OF THE SHIRE

The core values that underpin the achievement of the
mission will be based on a strong customer service
focus and a positive attitude:

Communication
Integrity
Respect

Innovation
Transparency

Courtesy

DISCLAIMER

The purpose of Council Meetings is to discuss, and where possible, make resolutions about items appearing on
the agenda. Whilst Council has the power to resolve such items and may in fact, appear to have done so at
the meeting, no person should rely on or act on the basis of such decision or on any advice or information
provided by a Member or Officer, or on the content of any discussion occurring, during the course of the
meeting.

Persons should be aware that the provisions in section 5.25 of the Local Government Act 1995 establish
procedures for revocation or rescission of a Council decision. No person should rely on the decisions made by
Council until formal advice of the Council decision is received by that person. The Shire of Broome expressly
disclaims liability for any loss or damage suffered by any person as a result of relying on or acting on the basis
of any resolution of Council, or any advice or information provided by a Member or Officer, or the content of
any discussion occurring, during the course of the Council meeting.

Should you require this document in an alternative format please contact us.

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 22
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SHIRE OF BROOME
AUDIT AND RISK COMMITTEE MEETING
MONDAY 18 NOVEMBER 2019
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NOTICE OF MEETING

Dear Council Member,

The next Audit and Risk Committee of the Shire of Broome will be held on Monday, 18
November 2019 in the Council Chambers, Corner Weld and Haas Streets, Broome,
commencing af 4:31pm.

Regards,

2 Mol M

S MASTROLEMBO
Chief Executive Officer

15/11/2019

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 24
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MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING OF THE SHIRE OF BROOME,
HELD IN THE COUNCIL CHAMBERS, CORNER WELD AND HAAS STREETS, BROOME,
ON MONDAY 18 NOVEMBER 2019, COMMENCING AT 4:30PM.

1. OFFICIAL OPENING

The Chairman welcomed Councillors and Officers and declared the meeting open at
4:31pm.

2. ATTENDANCE AND APOLOGIES

Attendance: Cr D Male Chairperson
Cr C Mitchell Deputy Chairperson
Cr B Rudeforth Councillor

Leave of Absence: Nil

Apologies: Cr H Tracey Shire President
Officers: Mr S Mastrolembo  Chief Executive Officer (from 4:51pm)
Mr J Watt Director Corporate Services
Mr A Graffen Director Infrastructure Services
Mr A Santiago Manager Financial Services
Mr D Kennedy Manager Governance Strategy & Risk

3. DECLARATIONS OF FINANCIAL INTEREST / IMPARTIALITY

Committee Member Item No Item Nature of Interest

NIil.

| 4. CONFIRMATION OF MINUTES

COMMITTEE RESOLUTION:
Moved: Cr C Mitchell Seconded: Cr B Rudeforth

That the Minutes of the Audit and Risk Committee held on 15 October 2019, as published
and circulated, be confirmed as a true and accurate record of that meeting.

CARRIED UNANIMOUSLY 4/0

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 25
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Item 5.1 - 2019 FINANCIAL MANAGEMENT REVIEW

5. REPORTS OF OFFICERS

5.1 2019 FINANCIAL MANAGEMENT REVIEW

LOCATION/ADDRESS: Nil

APPLICANT: Nil

FILE: ADMO3

AUTHOR: Manager Financial Services

CONTRIBUTOR/S: Nil

RESPONSIBLE OFFICER: Director Corporate Services

DISCLOSURE OF INTEREST: Nil

DATE OF REPORT: 10 November 2019

SUMMARY: The Audit and Risk Committee is presented the results of the three yearly
Financial Management Review in accordance with regulation 5(2)(c) of the Local
Government (Financial Management) Regulations 1996.

BACKGROUND

Previous Considerations

OMC 26 May 2016 - Item 10.3

The Local Government (Financial Management] Regulations 1996 (the Regulations)
prescribe the requirement for an extensive review of a local government's financial
management systems and processes. It requires the Chief Executive Officer (CEQ) to
undertake reviews of the appropriateness and effectiveness of the financial management
systems and procedures of the local government regularly (and not less than once in every
3 financial years) and report to the local government the results of those reviews. In June
2019 the CEO engaged auditor AMD Chartered Accountants to conduct a comprehensive
review.

The objective of the engagement was to fest the financial management system of the Shire
of Broome and receive a report on the appropriateness and effectiveness of the control
environment within, as required by regulation 5(2)(c).

This report summarises the factual findings and observations of the review examination and
includes recommendations from the auditors that are considered appropriate for the Shire
to improve any weaknesses in systems and controls.

COMMENT
The financial management systems review covered the period 1 July 2018 to 30 June 2019
and considered the following financial systems and procedures of Council:

s Proper collection of all money owing to the Shire;

« Safe custody and security of all money collected or held by the Shire;

* Proper maintenance and security of the financial records of the Shire;

* Proper accounting for municipal or frust;

» Proper authorisation for the incurring of liabilities and the making of payments;

« Maintenance of payroll, stock control and costing records; and

Financial Management Review - August 2019 Page 6
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« Preparation of budgets, budget reviews, accounts and reports required by the Local
Government Act 1995 (the Act) or the regulations.

The audifors did not necessarily examine compliance with provisions of the Act or
Regulations, which were not financial in nature.

It should be noted that this examination was not an assurance engagement, audit or review
in accordance with the Framework for Assurance Engagements, Australian Audifing
Standards, Auditing Standards on Review Engagements or Standards on Assurance
Engagements.

The role of expressing assurance on balances rests with the external audit function and those
procedures have been carried out separately from this examination. The final external audit
was completed in September 2019 and presented to the Audit and Risk Committee (the
Committee) on 15 October 2019 and tabled at the October OMC.

The objective of the FMR was to examine the appropriateness and effectiveness of the
financial management systems and procedures of the Shire on behalf of the CEO, with the
report intended solely to assist the CEO prepare their review for presentation to Council as
required by r5 (2)(c). Itis not intended to express or imply any assurance.

The FMR has taken the form of an agreed procedures engagement in accordance with
Australian Auditing Standards.

The audit examination and this report should be considered on this basis.

In reporting the results of the review to the local government, the report summarises
exceptions and provides auditor recommendations to address the issues raised.

Officers have noted responses and actions against each recommendation in order to
address the specific issues:

not signed by the preparer nor is
there evidence of independent
review by a Library staff member.

Focus Area Findings Management Response
Cash count Minor variances identified when |The  float count was not
variances completing cash counts during |underfaken on the day of
site visits. examination. Required
procedures needs to be
completed prior to the first

transaction of the day.
Daily Banking The daily banking sheet prepared | Cash count to be performed in
Reconciliation- each morning by Library staff as | the presence of two staff and will
Library part of the balancing process is | evidence segregation of

preparation and review.

Physical Security
of Cash

Broome Recreation Aquatic
Centre does not utilise Council's
engaged security company, and
instead complete their own
banking. Cash takings and floats
are taken home by Waste
Management Officers.

Monies from the Waste
Management Facility be provided
to the Shire at the end of each
week day.

The security pick-up is a new frial
initiative and is not standard
operafing practice. Management
will explore the possibility of
extending the security cash pick-
up at the Broome Recreation and
Aquatic Centre.

Waste Management  Facility
closes at 3:30 and should be able
to drop the monies to the
Administration Building.

Financial Management Review - August 2019

Page 7
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Security of Keys

Suggestions for enhancement fo
restrictions for plant and vehicle
keys af the Depot.

Keys cabinet at the Shire
Administration Office left
unlocked.

Keys not stored in the lockable
cabinet af the time of inspection.

Management reviewing key
security requirements and
procedures in line with

operational activities.

Information
Technology

Consideration be given to further
enhancements of the Shire's ICT
Framework.

Updated Business Continuity Plan.

Review of
maintenance.

system  backup

Issues were raised in relafion to
user access requests for access,
password management process
and the connection of private
devices to the network.

Management acknowledged the
comments raised and action
plans will be implemented as soon
as possible.

Business Continuity Plan is currently
being reviewed.

Cloud backup implemented with
full backup hosted in data centre
in Perth.

Access and Password Policy
developed and implemented.

ICT security practfices will be a
focus over the next 6 months.

Municipal Bank
Reconciliation

At the time of the review there
were unresolved  reconciling
differences within municipal bank
reconciliations prepared
subsequent to January 2019.

Management review of April bank
reconciliafion identified items
requiring investigation and
restafement of prior months
reconciliation. Reconciling item
resolved at the date of response.

Credit Cards

Independent reviewer to sign off
both the consolidated credit card
statement and individual card's
statement.

Cardholders to sign off their own
statement.

Consistent process when
substantiation of expenditure.

Management acknowledges all
comments and will implement
conftrols to address the findings.

Revised Credit Card procedures
have been drafted for approval.

Tenders

Lack of overarching tender
checklist and instead completed
on a case by case basis.

Formal post project review report
is not prepared for projects post
completion.

Issue due to process not being
undertaken following staff
turnover. Tender checklist now
captured in ProMapp.

Electronic tender register to be
placed on the Shire's website.
Once posted it is proposed that
this will be used for all tenders.

Petty Cash

Instances whereby pefty cash
expenditure did not adhere to the
Shire's stated procedures.

Management acknowledges the
comments made and  wil
implement controls to address the

Financial Management Review - August 2019

Page 8
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findings.

Review of Payroll

Recommend a checklist be
developed to clearly document
the preparation and review
process undertaken in relation fo
payroll.

A payroll review checklist setfing
out the review procedures
implemented and in use since 11
July payday.

Maintenance of
payroll, stock
control and
costing records:
Fuel Usage
Analysis

Further enhancement to the
Shire's fuel usage analysis s
recommended.

Management utilises the Plant
Costing Report which summarises
all costs charged to individual
plant items and facilitates review
and identification of plant items
with unusually high costs.

Management will ensure that this
report is reviewed and actioned
for any notable observations.

Non-Compliance
with Regulations

A contract was awarded from a
request for quote however the
value of the work subsequently
performed exceeded the tender
threshold.

Oon 3 occasions the
advertisements for tenders did not
include the contact person at the
Shire.

Unspent borrowings in the 2018/19
annual budget adopted for
2018/19 had no details of when
the borrowing occurred.

Details required for waivers or
concessions were not included in
the annual budget adopted for
2018/19.

Work underway to enter contracts
and tenders for supplies that have

the potential to exceed
purchasing thresholds.
Senior  Procurement and Risk

Officer is now the contact person
for all new Tenders.

Unspent borowings in the future
will include information on the
year in which the money was
borrowed.

Future budget documents will
disclose the details for waivers or
concessions not included in the
adopted annual budget and, if
applicable, the objects and
reasons for the discount.

Investment Policy

Consideration be given to
specifying the number of guotes
required prior to reinvestment of
funds to ensure a competitive rate
of return is received.

Policy 2.2.3 Investment of Surplus
Funds will be updated to formalise
the Shire's customary practice of
obtaining competitive quotes.

Risk The Shire's Risk Management | Framework is  currently  being
Management Strategies and Procedures refers | updated.
Strategies and to former and now outdated
Procedures Australia/New Zealand Guideline
ISO 31000:2009.
CONSULTATION

AMD Chartered Accountants

Financial Management Review - August 2019

Page 9
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STATUTORY ENVIRONMENT

Local Government Act 1995

Section 6.5

Accounts and records

The CEO has a duty —

(a)

(b)

fo ensure that there are kept, in accordance with regulations, proper
accounts and records of the transactions and affairs of the local
government; and

to keep the accounts and records up to date and ready for inspection at
any fime by persons authorised to do so under this Act or another written law.

Local Government (Financial Management) Regulations 1996

Regulation 5. Financial management duties of the CEO
(1) Efficient systems and procedures are to be established by the CEO of a local
government —

(a)
(b)

(c]

(d)

for the proper collection of all money owing fo the local government;

for the safe custody and security of all money collected or held by the local
government;

for the proper maintenance and security of the financial records of the local
government (whether maintained in written form or by electronic or other
means or process);

fo ensure proper accounting for municipal or frust —

(i) revenue received or receivable;
(ii) expenses paid or payable; and
(iii) assets and liabilities;

to ensure proper authorisation for the incurring of liabilities and the making of
payments;

for the maintenance of payroll, stock control and costing records; and

fo assist in the preparation of budgets, budget reviews, accounts and reports
required by the Act or these regulations.

(2)  The CEOisto —

(a)
(b)

(c)

ensure fhat the resources of the local government are effectively and
efficiently managed;

assist the council to undertake reviews of fees and charges regularly (and not
less than once in every financial year); and

undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly
{and not less than once in every 4 financial years) and report to the local
government the results of those reviews.

POLICY IMPLICATIONS

2.2.3 Investment of Surplus Funds

FINANCIAL IMPLICATIONS

The conduct of the three yearly Financial Management Review, is a separate and
additional cost to Council's audit which is conducted by the appointed auditors.

Financial Management Review - August 2019 Page 10
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RISK

The three-year Financial Management Review is a risk mitigation process in itself and
identifies areas for improvement. A management response has been provided for each
issue raised and action will continue to address outstanding matters as a priority.

STRATEGIC IMPLICATIONS

Our People Goal - Foster a community environment that is accessible, affordable, inclusive,
healthy and safe:

Effective communication

Our Organisation Goal - Continually enhance the Shire's organisational capacity to service
the needs of a growing community:

An organisational culture that strives for service excellence
Sustainable and integrated strategic and operational plans
Responsible resource allocation

Effective community engagement

Improved systems, processes and compliance

VOTING REQUIREMENTS
Simple Majority

COMMITTEE RESOLUTION:
(REPORT RECOMMENDATION)

Moved: Cr B Rudeforth Seconded: Cr C Mitchell
That the Audit and Risk Committee recommends that Council:

1.  Receives the Financial Management Review Report - August 2019 as aftached; and

2.  Notes the Management Responses and requests the Chief Executive to continve to
progress finalisation of any outstanding matters.

CARRIED UNANIMOUSLY 3/0

Attachments
1. Financial Management Review - August 2019

Financial Management Review - August 2019 Page 11

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 31



Item 12.1 - MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD 18 NOVEMBER 2019

Item 5.1 - 2019 FINANCIAL MANAGEMENT REVIEW

Shire of gg
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{4 AMD A BKR

2 August 2019

Mr Sam Mastrolembo
Chief Executive Officer
Shire of Broome

PO Box 44

BROOME WA 6725

Dear Sam

2019 FINANCIAL MANAGEMENT SYSTEMS REVIEW

We are pleased to present the findings and recommendations resulting from the Shire of Broome (the
“Shire”) Local Government (Financial Management) Regulation 1996, Financial Management System Review.

This report relates only to procedures and items specified within the 2019 Financial Management System
Review Services Proposal and does not extend to any financial report of the Shire.

We would like to thank Alvin, Yan and the finance team for their co-operation and assistance whilst
conducting our review.

Should there be matters outlined in our report requiring clarification or any other matters relating to our
review, please do not hesitate to contact Matthew Ristovic or myself.

Yours sincerely
AMD Chartered Accountants

ot

MARIA CAVALLO CA

Director
AMD Audit & Assurance Pty Ltd T +61(8) 9780 7555 Unit 1, 28-30 Wellington Street,
ACN 145 719 259 t/a AMD F +61(8) 9721 8982 Bunbury, WA 6230

E amd@amdonline.com.au PO Box 1306, Bunbury, WA 6231
www.amdonline.com.au

Liability limited by a sch
under Professional Standard

Financial Management Review - August 2019 Page 13
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{4 AMD

Inherent limitations

Due to the inherent limitations of any internal control structure, itis possible that fraud, error or non-compliance with laws and regulations may ocour
and not be detected. Further, the internal control structure, within which the control procedures that have been subject to review, has not been
reviewed in its entirety and, therefore, no opinion or view is expressed as to its effectiveness of the greater internal control structure. This review is not

designed to detect all k in control dures as it is not perfi d Iy through the period and the tests performed on the
control procedures are on a sample basis. Any projection of the evaluation of control procedures to future periods s subject to the risk that the

[+ di may become inad because of changes in conditions, or that the degree of compliance with them may deteriorate.
We believe that the statements made in this report are but no of ¢ y or reliability is given in relation to the
statements and representations made by, and the inf ion and d ion provided by Shire of Broome management and personnel. We have

indicated within this report the sources of the information provided. We have not sought to independently verify those sources unless otherwise noted
with the report. We are under no obligation in any circumstance to update this report, in either oral or written form, for events occurring after the
report has been issued in final form unless specifically agreed with the Shire of Broome. The review findings expressed in this report have been formed
on the above basis.

Third party reliance

This report was prepared solely for the purpose set out in this report and for the internal use by management of the Shire of Broome. This report is
solely for the purpose set out in the *Scope and Approach’ of this report and for Shire of Broome's information, and is not to be used for any other
purpose or distributed to any other party without AMD's prior written consent. This review report has been prepared at the request of Shire of

Broome's Chief Executive Officer or its dell in ion with our to perform the review as detailed in the 2019 Financial
Management System Review Services Proposal. Other than our responsibility to the Council and management of the Shire of Broome, neither AMD nor
any member ar k of AMD undertak ibility arising in any way from reliance placed by a third party, including but not limited to the

Shire of Broome external auditor, on this review report. Any reliance placed is that party's sole responsibility.
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1. Executive Summary

1.1. Background and Objectives

The primary objective of our Financial Management System Review (FMSR) was to assess the adequacy
and effectiveness of systems and controls in place within the Shire in accordance with the 2019 Financial
Management System Review Services Proposal.

The responsibility of determining the adequacy of the procedures undertaken by us is that of the Chief
Executive Officer (CEQ). The procedures were performed solely to assist the CEO in satisfying his duty
under Section 6.10 of the Local Government Act 1995 and Regulation 5(1) of the Local Government
(Financial Management) Regulations 1996.

Our findings included within this report are based on the site work completed by us on 10 to 14 of June
2019. Findings are based on information provided and available to us during and subsequent to this site
visit.

1.2. Summary of Findings

The procedures performed and our findings on each of the focus areas are detailed in the following
sections of the report:

* Section 2 — Collection of money;

* Section 3 - Custody and security of money;

* Section 4 - Maintenance and security of the financial records;

e Section 5 - Accounting for municipal or trust transactions;

* Section 6 - Authorisation for incurring liabilities and making payments;

* Section 7 - Maintenance of payroll, stock control and costing records; and

* Section 8 - Preparation of budgets, budget reviews, accounts and reports required by the Act or the
regulations.

Following the completion of our review and subject to the recommendations outlined within sections 2
to 8, we are pleased to report that in context of the Shire’s overall internal control environment, policies,
procedures and processes in place are appropriate, and have been operating effectively at the time of
the review.

Findings reported by us are on an exceptions basis, and do not take into account the many focus areas
tested during our review where policies, procedures and processes were deemed to be appropriate and
in accordance with better practice.

The following tables provide a summary of the findings raised in this report:

- -

Number of new

issues reported ) ! s 8
For details on the review rating criteria, please refer to Section 9.
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2. Collection of money
Cash Count Variances
Minor variances identified when completing cash counts during site visits.
Daily Banking Reconciliation- Library
222 The daily banking sheet prepared each morning by Library staff as part of the balancing process is
not signed by the preparer nor is there evidence of independent review by a Library staff member.
3. Custody and security of money
Physical Security of Cash
Broome Regional Aquatic Centre does not utilise Council’s engaged security company, and instead

221

321 complete their own banking. Cash takings and floats are taken home by Waste Management
Officers.
4. Maintenance and security of financial records
Security of Keys
421 Suggestions for enhancement to restrictions for plant and vehicle keys at the Depot. e
Keys cabinet at the Shire Administration Office left unlocked.
Keys not stored in the lockable cabinet at the time of inspection.
Information Technology
422 Consideration be given to further enhancements of the Shire's IT Framework. Medurats
5. Accounting for icipal or trust i
Municipal Bank Reconciliation
521 At the time of our June 2019 review there were unresolved reconciling differences within Moderate

municipal bank reconciliations prepared subsequent to January 2019.
6. Authorisation for incurring liabilities and making payments
Credit Cards
6.2.1 Suggestions for enhancement regarding the process for compiling supporting information and the Moderate
documentation of the review process undertaken.
Tenders
6.2.2 Suggestions for enhancement to the tender process. Moderate
Detailed review of two tenders identified instances where documentation was incomplete.
Petty Cash
Instances whereby petty cash expenditure did not adhere to the Shire’s stated procedures.
7. Maintenance of payroll, stock control and costing records
Review of Payroll
7.21 Recommend a checklist be developed to clearly document the preparation and review process
undertaken in relation to payroll.

6.2.3

Fuel Usage Analysis

722 Further enhancement to the Shire's fuel usage analysis is recommended.
8. Preparation of budgets, budget reviews, ac ts and reports required by the Act or the Regulations
Non-Comp e with Regulations
8.2.1 4 Matters of non-compliance identified during our review (two of these previously identified by High

the Shire within the annual Compliance Audit Return for 2018).
Investment Policy

8.2.2 Consideration be given to specifying the number of quotes required prior to reinvestment of
funds to ensure a competitive rate of return is received.
Risk Manag Strategies and Proced

8.23 The Shire’s Risk Management Strategies and Procedures refers to former and now outdated
Australia/New Zealand Guideline 150 31000:2009.
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2. Collection of money

2.1. Scope and approach

We completed site visits to the following locations operated by the Shire:
Broome Administration Office;

Broome Library;

Broome Regional Aquatic Centre;

Broome Waste Facility; and

Broome Depot.

During the visits to each site we:

* Documented internal controls, procedures and reconciliations in relation to all sources of income;

* Counted petty cash and float on hand ensuring materially correct;

* Reviewed fees and charges schedule and ensure adequate internal controls in place over receipting;

* Tested collection, receipting, invoicing and posting procedures over cash receipts on a sample basis;
and

* Reviewed credit control procedures in respect to sundry debtors and rate debtors.

2.2. Detailed findings and recommendations

2.2.1. Cash Count Variances
Finding Rating: Low

We completed a count of cash on hand and petty cash at each location we visited and noted the
following variances:

Location Cash Counted  Purchaseor Total Correct Variance

(3) (receipts) ($) (3) Float($) (%)
Broome Regional Aquatic Centre- Till 1 214.00 (7.00) | 207.00 200.00 7.00
Broome Regional Aquatic Centre- Till 2 329.65 (122.00) | 207.65 200.00 7.65

Discussions indicate that the $7.00 variances were likely caused by group fitness attendances not being
recorded correctly through the POS system. The remaining $0.65 variance for Till 2 was likely caused by
the float being miscounted the previous night, (we noted the end of shift balancing report from the
previous day had not been signed by the preparer or by a second officer as “checked”).

Implications / Risks
Risk of misstatement or omission.

Recommendation
We recommend any variances identified when balancing tills or reconciling petty cash be investigated in
a timely manner and rectified accordingly.

Management Comment

Our procedures required staff to count the float prior to a shift to ensure correctness and investigate any
differences. It appears that on the day of examination, the float count was not undertaken. Staff will be
reminded that this procedure needs to be completed prior to the first transaction of the day.
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Group fitness variances — At peak times there can be 10 — 12 people at the counter at one time. At
times of low staffing, operator error can sometimes occur. Management staff will ensure that two
people are available to work at the front counter to assist in keeping up with demand.

Tills are reconciled at the midpoint through the day (change of shift) and again at the end of the day
(9.00pm). They are then checked over the next day by administrative staff so have three levels of

oversight.
Responsible Officer: Completion Date:
Manager Sport and Recreation On-going

Page 8 of 24

Financial Management Review - August 2019 Page 19

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 39



Item 12.1 - MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD 18 NOVEMBER 2019

Item 5.1 - 2019 FINANCIAL MANAGEMENT REVIEW

AMD

PN

2.2.2. Daily Banking Reconciliation- Library
Finding Rating: Low

During our review of processes undertaken at the Library in relation to cash handling and banking, we
identified the daily banking sheet prepared each morning by Library staff is not signed by the preparer
nor is there evidence of independent review.

Implication / Risks
If the daily banking reconciliation is not independently reviewed, there is an increased risk of fraud or
error being undetected, which in turn could lead to misstatements in the Shire’s financial report.

Recommendation

We note there is generally two staff present each morning when the cash count is performed at the
Library and further acknowledge banking is reviewed and signed off by customer service officers when
banking is provided to the front counter of the Shire office. However to further increase controls, we
recommend the two Library officers sign the counts as evidence of preparation and review.

Management Comment
We will continue the current practice of performing the cash count in the presence of two staff and
ensure we require signatures to be done consistently to evidence segregation of preparation and review.

Responsible Officer: Completion Date:
Library Coordinator July 2019 - ongoing
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3. Custody and security of money

3.1. Scope and approach

e Conducted site visits of cash collection points to review the controls and procedures over the
collection, receipting, recording and banking of cash collected offsite; and

s Reviewed the security of cash and banking procedures to ensure the appropriate controls and
procedures are in place.

3.2. Detailed findings and recommendations

3.2.1. Physical Security of Cash
Finding Rating: Low

We noted the following in respect to the physical security of cash at the following Shire managed

locations:

* The Broome Regional Aquatic Centre is the only location which completes their own banking (i.e.
does not utilise Council's engaged security company); and

* Cash takings and the float for the Waste Management Facility is taken home by Waste Management
Officers with banking provided to the Shire Administration Office the following morning.

Implications / Risks
Reduced security of cash collected resulting in an increased risk of theft.

Recommendation

We suggest consideration be given to the following:

* Banking for the Broome Regional Aquatic Centre be subject the same process as other monies
collected across other locations managed by the Shire, with monies provided to the Administration
Office and then taken to the bank weekly by the security company which has been engaged by the
Shire to perform banking; and

* Monies from the Waste Management Facility be provided to the Shire at the end of each week day
(we note this site closes to the public from 3:30pm daily). Further consideration be given to the
security of monies received over the weekend, for example implementation of a safe at the site or
monies taken to the Aguatic Centre to be maintained in the sites safe over the weekend.

M + C +

The security pick-up is a new trial initiative and is not standard operating practice. It is a trial and will be
assessed for suitability following the trial period. If suitable, Management will explore the possibility of
extending the security cash pick-up at the Broome Recreation and Aquatic Centre (BRAC). Waste
Management Facility closes at 3:30 and should be able to drop the monies to the Administration Building
on weekdays given that Finance Staff are available until 5pm and should be able to assist in the turnover
of cash. Weekend collections can be dropped off at BRAC. Extending the cash collection services by
security companies can also be considered.

Responsible Officer: Completion Date:
Manager Governance and Manager Financial Services September 2019
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4. Maintenance and security of the financial records

4.1. Scope and approach

* Reviewed information technology systems to assess physical security, access security, data backups,
contingency plans, compliance and systems development; and

e Reviewed registers maintained (including key register, tender register, gifts and travel registers etc.)
and Council minutes.

4.2. Detailed findings and recommendations

4.2.1. Security of Keys
Finding Rating: Moderate

We noted the following in relation to the security of keys managed by the Shire:

®  Keys to plant and vehicles maintained at the Depot are maintained in an accessible area. Although
keys are required to be signed in and out, there is no restricted access or person ensuring security;

*« Keys to buildings maintained at the Shire Administration Office are kept in a lockable cabinet
however at the time of our inspection we noted the key to the box was left in the lock; and

* When inspecting the lockable key box we noted there were various keys which were left on the
responsible officer’s desk, and at the time of inspection the officer was not at their work station.

Implications / Risks
Reduced security over keys resulting in increased risks of theft, damage and unauthorised use of Council
property.

Recommendation

We recommend:

e Security regarding keys maintained at the Depot is increased and access to keys is physically
restricted. Requests and access to keys should be monitored and the responsibility for this function
be delegated to an appropriate Depot staff member to ensure all keys are signed in and out and keys
are only allocated for valid reasons;

* The key cabinet maintained at the Shire be locked at all times when not in use; and

* When keys are returned they be immediately returned to the locked cabinet and registers updated
accordingly.

M + C +

Management will secure the storage location of the vehicle keys. We however believe that the risk of
loss for vehicles is low given that vehicles left in the yard during weekends are trucks and large plant. An
electric gate is an option that we are currently looking at. This will also provide better controls over
portable items such as power tools, office furniture, etc.

Responsible Officer: Completion Date:
Depot Supervisor and Asset and Building Coordinator September 2019
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4.2.2, Information Technology
Finding Rating: Moderate

We noted the following in relation to Information Technology:

s The Business Continuity Plan, encompassing the Disaster Recovery Plan, is in the process of being
updated due to the current version being outdated;

e Offsite server backups are maintained at the Civic Centre, in close proximity to the shire’s
Administration Office;

* Requests for user access restrictions to be amended are generally informal and do not require formal
approval from Supervisor/ Directors;

* Formal requests are not required for employees to utilise their own devices (phones for emails,
personal laptops for remote access via a VPN etc.) and there is a lack of documented policies and
procedures relating to the use of personal devices; and

s There is currently no requirement for user passwords to be routinely changed.

Implications / Risks
# Risk of significant delays and business interruption in the event of unforeseen circumstances;
¢ Lack of documentation to support validity of requests to amend access restrictions;
* Increased risk of unauthorised access to systems;
e Existing procedures and practices in respect to personally owned devices are not formally
documented nor are requirements of users formally acknowledged; and
* Reduced security in respect to passwords.

Recommendation

We recommend:

* Updates to the Business Continuity Plan be finalised and endorsed. Once updated the Disaster
Recovery Plan should be tested to ensure procedures are adequate;

* Review and consideration be given to the Shire’s current process for maintaining system backups.
Due to the close proximity of the offsite backup currently maintained at the Civic Centre, events
should be considered which would potentially affect both Shire Administration and the Civic Centre.
We acknowledge that a proposal has been raised to manage backups via the cloud;

* Requests for amendments to user access restrictions be formally documented and evidence of
approval for the changes by Supervisors/Directors is maintained;

* Requests for users to utilise their own devices for work purposes be formally documented and
approved by Supervisors/Managers. Policies and procedures should also be developed in relation to
the use of personal devices such as the reporting of devices when they are lost or compromised,
minimum restrictions for phones to have passcodes to prevent unauthorised access etc. and any
users of personal devices should formally acknowledge the policies and/or procedures which are
developed; and

* Policy and/or procedure be developed and implemented which requires users to frequently change
their passwords to increase be security over user accounts. We suggest changes are made every 90
days or as otherwise determined appropriate.

gement C

Management acknowledged the comments raised and action plans will be implemented as soon as

possible. The following are the summary of on-going activities in relation to the matters raised:

e  The Disaster Recovery Plan is under development with estimated completion date of December
2019. We are completing a cloud backup project over the next month and once complete, we
will have backups hosted in a Perth Datacentre.
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*  Our network is secured via VPN which mitigates the risk associated with staff member using
their own laptop/home computer. In the event of lost/stolen private devices, our network
cannot be accessed without their username/password. However, we agree in controlling staff
devices connecting to our Wi-Fi network. Procedures to be developed and implemented by Dec

2019.
Responsible Officer: Completion Date:
Manager Information Services December 2019
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5. Accounting for municipal or trust transactions

5.1. Scope and approach

* Reviewed all monthly reconciliations including bank, sundry debtors, sundry creditors, fixed assets,
rates debtors and rateable value reconciliations ensuring correctly reconciled and reviewed;

* Reviewed and tested in detail most recent municipal and trust bank reconciliations prepared;

¢ Reviewed processes in respect to BAS, FBT Return and other statutory returns preparation;

* Reviewed use of reserve funds and determined whether changes in reserve purposes have been
budgeted or public notice was provided;

* Reviewed trust ledger balances; and

* Reviewed policies and procedures in respect to insurance, recording claims and insuring newly
acquired assets.

5.2. Detailed findings and recommendations

5.2.1. Municipal Bank R iliations
Finding Rating: Moderate

At the time of our June 2019 site visit we were advised that there were unresolved reconciling
differences within the municipal bank reconciliations prepared subsequent to January 2019. Action was
yet to be taken to resolve these items.

Implications / Risks
Risk of material misstatement or omission within accounting records.

Recommendation
We recommend the reconciling differences are investigated and appropriate action taken to resolve.

Management Comment

The bank reconciliations for all the months up to May have all been prepared and completed. However
independent reviews of the April bank reconciliation identified the need for further investigation of
reconciling items dating back to February leaving January 2019 as the last bank reconciliation without
unresolved differences and completed final sign-off. Nevertheless, the bank reconciliations are prepared
and reviewed immediately upon the close of each month, with differences investigated on a timely
manner. At the date of management response, these differences have all been reconciled and resolved.

Responsible Officer: Completion Date:
Coordinator Financial Services July 2019
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6. Authorisation for incurring liabilities and making payments

6.1. Scope and approach

* Reviewed controls and procedures over the authorisation of purchase orders and making of
payments;

Tested sample of payments to ensure compliance with stated procedures;

Reviewed credit card processes and procedures, and testing transactions on a sample basis;
Reviewed petty cash processes and procedures, and testing transactions on a sample basis;
Completed sample testing of asset additions and asset disposals;

Reviewed asset capitalisation and depreciation policy and ensure compliance with stated policies;
and

* Reviewed new loans received ensuring budgeted for or public notice provided.

6.2. Detailed findings and recommendations

6.2.1. Credit Cards
Finding Rating: Moderate

We noted the following in respect to credit card transactions:

¢ The reviewer of credit card statements currently signs the synergy report (itemising each
transaction) and a transaction report from online banking displaying the overall payment as
evidence of review rather than signing the ‘actual’ credit card statement;

» Cardholders do not consistently sign their associated credit card statement, acknowledging
expenditure has been incurred in accordance with stated policy; and

« We identified inconsistencies whereby not all cardholders print and attach purchase orders to
support expenditure.

Implications / Risks
s Lack of documentation to support credit card expenditure the review process undertaken; and
* Risk that error of fraud may not be detected on a timely basis.

Recommendation

We recommend:

* Independent reviewer signs off on the consolidated credit card statement as well as each individual
card’s statement;

o Cardholders sign off on their own statement, acknowledging all expenses are compliant with Council
policy; and

* A consistent process is followed by all cardholders when attaching supporting documentation for
credit card expenditure.

Management Comment
Management acknowledges all other comments above and will implement controls in place to address

the findings.
Responsible Officer: Completion Date:
Manager Financial Services July 2019
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6.2.2. Tenders
Finding Rating: Moderate

Our inquiries identified that there is no overarching tender checklist utilised, rather the Shire completes
tenders on a case by case basis.

Our detailed review of two tenders also identified that a formal post project review report is not
prepared for projects post completion and identified the following instances where tender
documentation was incomplete:

Tender 18 03
* Confidentiality declaration identified as not being witnessed, with the evaluation worksheet panel
not signed by the relevant employee; and
* Tender summary provided was incomplete at the time of the review.

Tender 18 04
e Tender summary was not provided at the time of the review.

Implications / Risks
* No holistic view of all tenders undertaken by the Shire; and
*  Risk the Shire is unable to demonstrate compliance with the Local Government Regulations.

Recommendation
We recommend consideration be given to developing and implementing an overarching tender checklist,
to ensure all requirements for each tender process are completed and documentation is retained.

We also recommend all relevant tender documentation is correctly completed, authorised and retained
in a single location to ensure available on request.

We further recommend a procedure be documented whereby projects of medium to high risk or those
exceeding a predetermined value are required to be subsequently reviewed, with a formal post project
review report prepared.

M + C +

Since the review we have found a tender checklist that was in draft format. This will be used for all
future tenders. An electronic tender register is to be created similar to the City of Canning and placed on
the Shire’s website. It is proposed that this will be used for all tenders commencing 1 July 2019. Tender
register for previous years will also be uploaded to the Shire website.

Contract Monitor which is a cloud-based application is to be implemented to assist with contract
management post tender being awarded.

Responsible Officer: Completion Date:
Manager Governance December 2019 - Ongoing
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6.2.3, Petty Cash
Finding Rating: Low

Our testing of petty cash identified the following:

* Petty cash purchases exceeding $100 were identified at the Depot and BRAC;

* The Depot does not utilise petty cash vouchers as documented in the petty cash procedure;

* Instances of purchases being made at Bunnings and Coles where alternative purchasing methods are
available (shire account at Bunnings and store cards for Coles); and

e The petty cash balance maintained at the administration office is $700 and is recouped infrequently,
inguiries indicate recoupment may be as infrequent as quarterly.

Implications / Risks
* Non-compliance with the Shire’s documented procedures; and
s  Risk that fraud or error may not be detected on a timely basis.

Recommendation

We recommend:

e Petty cash purchases for all locations adhere to the established petty cash procedure including
purchases do not exceed $100 and petty cash vouchers are to be utilised;

s  Petty cash is not used where alternative purchasing methods are available, e.g. a store accounts or
store cards; and

* Consideration be given to reducing the value of petty cash held at the Shire Administration Office as a
result of infrequent recoupment.

Management Comment
Management acknowledges the comments made and will implement controls in place to address the

findings.
Responsible Officer: Completion Date:
Manager Financial Services September 2019
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7. Maintenance of payroll, stock control and costing

7.1. Scope and approach

* Completed site visit to the Broome depot and Pemberton fuel bowers to review security over stocks
held and allocation / costings of stocks used (including fuel and inventory stocks);

* Reviewed of the allocation of public works overheads, plant operating costs and administration
overheads completed;

* Reviewed payroll controls and procedures to ensure effective controls are in place, and complete
tests on a sample basis to ensure these controls were operating effectively;

* Reviewed procedures and policies in place in respect of human resource management legislative and
compliance requirements, recruitment, performance appraisal, disciplinary and termination
procedures and leave entitlements;

* Reviewed listing of leave taken by employees ensuring authorised leave forms completed; and

* Reviewed annual leave balances and identify employees with more than eight weeks annual leave.

7.2. Detailed findings and recommendations

7.2.1, Review of Payroll
Finding Rating: Low

Observation and enquiry with the Manager of Financial Services indicate the payroll review process
encompasses several steps which are not fully documented, this includes generating variance analysis
reports and other statistical analysis which is completed in excel with no records printed or saved and
signed to evidence this process being undertaken consistently. We also noted some inconsistency in the
documentation of the review which is evidenced via physical sign off on pay run reports produced from
synergy.

Implication
Lack of documentation to support consistent review of payroll.

Recommendation

We recommend all steps which form part of the review of pay run details prior to authorisation are
documented and followed consistently. We suggest this process could be more effectively documented
by the production of an overall checklist incorporating aspects undertaken by both the payroll
department when preparing payroll payments and the Manager of Financial Services when reviewing
and approving payroll which requires sign off by both payroll in preparation and the Manager of
Financial Services during review.

Management Comment
A payroll review checklist to set out the review procedures carried out by the Manager Financial Services
had been implemented from 11 July payday onwards.

Responsible Officer: Completion Date:
Manager Financial Services July 2019 - on-going
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7.2.2. Fuel Usage Analysis
Finding Rating: Low

The Shire is currently not holistically analysing fuel usage by asset for inappropriate use i.e. there is no
analysis to review fuel usage on an overall basis for each asset, on a periodic or sample basis. We
acknowledge GPS tracking has been implemented and could be utilised to complete such an analysis.

Implications / Risks
Risk of fuel misappropriation.

Recommendation

We recommend the following the Shire investigate an appropriate method to analyse the use of fuel
holistically, i.e. create a spreadsheet that combines the fuel purchased on fuel cards and fuel issued from
the Depot. This spreadsheet should capture each Shire motor vehicle and detail every transaction in a
chronological order. Once established, the fuel usage per asset could be analysed to determine whether
the employee is fuelling up several times a day, over the weekend, late at night or if excessive fuel
purchased against the expected route the employee is travelling etc.

Management Comment

Management utilises the Plant Costing Report which summarises all costs charged to individual plant
items and facilitates review and identification of plant items with unusually high costs. Management will
ensure that this report is reviewed and actioned for any notable observations.

Responsible Officer: Completion Date:
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8. Preparation of budgets, budget reviews, accounts and reports required by the
Act or the Regulations

8.1. Scope and approach

Reviewed policy and procedure manual;

Reviewed the procedures for preparation of the monthly financial statements, annual financial
statements and annual Budget, including assessment of accounting policy, notes and applicable
reporting requirements and efficiency of the process;

Reviewed monthly financial statements ensuring presented to Council within two months and
information contained within monthly financial statements in accordance with Regulation 34 of
Local Government (Financial Management) Regulations 1996;

Reviewed the mid-year budget review to ensure compliance with Regulation 33A of the Local
Government (Financial Management) Regulations 1996 and assessment of budgetary expenditure
controls in place;

Ensured prior year audit report and management letter have been presented to audit committee
and Council; and

Reviewed compliance with Part 6 of the Local Government Act 1995 and Local Government
(Financial Management) Regulations 1996.

8.2. Detailed findings and recommendations

8.2.1. Non-Compliance with Regulations
Finding Rating: High

We noted the following matters of non compliance:

As reported in the Shire's Annual Compliance Audit Return:

o An occasion whereby a contract was awarded from a request for quote however the value of

the work subsequently performed exceeded the tender threshold; and

© On 3 occasions the advertisements for tenders did not include the contact person at the shire.
The details required relating to the unspent balance of money borrowed in the previous financial year
were not included in the annual budget adopted for 2018/19; and
The details required relating to waivers or concessions were not included in the annual budget
adopted for 2018/19.

Implication

Non-compliance with Regulation 11 and 12 of the Local Government (Function and General)
Regulations 1996;

MNon-compliance with Regulation 14(3)(b) of the Local Government (Functions and General)
Regulations 1996;

Non-compliance with Regulation 29(a)(iii) of the Local Government (Financial Management)
Regulations 1996; and

Non-compliance with Regulation 26(c) of the Local Government (Financial Management) Regulations
1996.
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Recommendation
We recommend:

* The value of all potential contracts be accurately forecast to ensure tenders are completed where
required in accordance with Regulation 11 of the the Local Government (Function and General)
Regulations 1996 and the Shire’s established purchasing policy;

* The notice for all requests for tenders includes “particulars identifying a person from whom more
detailed information as to tendering may be obtained” as required by Regulation 14(3)(b) of the
Local Government (Functions and General) Regulations 1996;

* All information required for borrowings is included in the budget, including the unspent balance of
monies borrowed in the previous year, “the year in which the money was borrowed” as required by
Regulation 29(a)(iii) of the Local Government (Financial Management) Regulations 1996; and

* The following details be included in the annual budget in relation to a waiver or concession:

o A brief description of the waiver or concession;
o A statement of the circumstances in which it will be granted;
o Details of the persons or class of persons to whom it is available; and
o The objects of, and reasons for, the waiver or concession.
as required by Regulation 26(c) of the Local Government (Financial Management) Regulations 1996

M g t Co t

In relation to recommendation 1, significant work is currently underway to identify opportunities to enter
contracts & tenders for supplies that have the potential to exceed purchasing thresholds.

In relation to recommendation 2, the Senior Procurement and Risk Officer is now the contact person for
all new Tenders.

In relation to recommendation 3, we will ensure that any unsent borrowings in the future will include
information on the year in which the money was borrowed.

In relation to recommendation 4, the statutory budget document already provided brief description of
the discount provided and circumstances in which it was granted. We will ensure that future budget
documents will disclose the details of the persons to whom it is available and, if applicable, the objects
and reasons for the discount.
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8.2.2.Investment Policy
Finding Rating: Low

Our review of the Investment Policy identified that it does not specify a minimum number of quotes to be
obtained prior to reinvesting funds with financial institutions.

Implication / Risk
Risk Council may not receive a competitive rate of return on invested funds.

Recommendation
We recommend Council consider whether this requirement be included within the Shire’s investment
policy.

Management Comment

We have been obtaining quotes from various banks including NAB, CBA, Bankwest and Westpac as a
matter of practice. Policy 2.2.3 Investment of Surplus Funds will be updated to formalise this customary
practice of obtaining competitive quotes.
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8.2.3. Risk Management Strategy and Procedures
Finding Rating: Low

We noted the Shire’s Risk Management Strategy and Procedures makes references to Australia/New
Zealand 1SO 31000:2009 Risk Management which has been updated and replaced by Australia/New
Zealand 1SO 31000:2018, with an effective date of January 2019.

Implications/Risks
Risk the Shire’s Risk Management policies and procedures are out of date.

Recommendation
We recommend the Shire review and update the Risk Management Strategy and Procedures accordingly.

Management Comment
Noted. Framework is currently being updated.
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9. Guidance on Risk Assessment

Risk is uncertainty about an outcome. It is the threat that an event, action or non-action could affect an
organisation’s ability to achieve its business objectives and execute its strategies successfully. Risk is an
inherent component of all service activities and includes positive as well as negative impacts. As a result not
pursuing an opportunity can also be risky. Risk types take many forms - business, economic, regulatory,
investment, market, and social, just to name a few.

Risk management involves the identification, assessment, treatment and ongoing monitoring of the risks and
controls impacting the organisation. The purpose of risk management is not to avoid or eliminate all risks. It
is about making informed decisions regarding risks and having processes in place to effectively manage and
respond to risks in pursuit of an organisation’s objectives by maximising opportunities and minimising
adverse effects.

Our guidance to risk classification in accordance with Risk Management- Principles and Guidelines Standard
AS IS0 31000-2018 and are based on the Shire of Broome’s Risk Management Framework.

Risk is the probability that an event or action may adversely affect the organisation. Risk is assessed based
on the relationship between consequence and likelihood.

. Likelihood is the chance that the event may occur given knowledge of the organisation and its
environment.

. Consequence is the severity of the impact that would result if the event were to occur.

The risk rating for each finding was based on the following table which has been extracted from the Shire of
Broome's Risk Management Strategy and Procedures:

|
i

Moderate (5)

“liilalu

Any compliance breaches identified have been communicated within our report.
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52 1ST QUARTER FINANCE AND COSTING REVIEW 2019-20

LOCATION/ADDRESS: Nil

APPLICANT: Nil

FILE: FREO2

AUTHOR: Manager Financial Services
CONTRIBUTOR/S: Nil

RESPONSIBLE OFFICER: Director Corporate Services
DISCLOSURE OF INTEREST: Nil

DATE OF REPORT: 11 November 2019

SUMMARY: The Audit Committee is requested to consider results of the 1st Quarter
Finance and Costing Review (FACR) of the Shire's budget for the period ended 30
September 2019, including forecast estimates and budget recommendations to 30 June
2020,

BACKGROUND

Previous Considerations

OMC 27 June 2019 Item 9.4.2
OMC 17 October 2019 ltem 12.1

Quarter 1 Finance and Costing Review

The Shire of Broome has carried out its 1st Quarter Finance and Costing Review (FACR) for
the 2019/20 Financial Year. This Review of the 2019/20 Annual Budget is based on acfuals
and commitments for the first 3 months of the year from 1 July 2019 to 30 September 2019,
and forecasts for the remainder of the financial year.

This process aims to highlight over and under expenditure of funds and over and under
achievement of income targets for the benefit of Executive and Responsible Officers to
ensure good fiscal management of their projects and programs.

Once this process is completed, a report is compiled identifying budgets requiring
amendments fo be adopted by Council. Additionally, a summary provides the financial
impact of all proposed budget amendments to the Shire of Broome's adopted end-of-
year forecast, to assist Council to make an informed decision.

It should be noted that the 2019/20 annual budget was adopted at the Ordinary Meeting
of Council on 27 June 2019 as a balanced budget. There have been further amendments
adopted by Council as part of the Annual Financial Statements for the use of additional
carried forward surplus. The result of all amendments prior to the first quarter FACR is a nil
impact upon the Shire of Broome's forecast end of year position.

COMMENT
The Quarter 1 FACR commenced on 30 October 2019. The results from this process

indicate a deficit forecast financial position to 30 June 2020 of $187,167 should Council
approve the proposed budget amendments.
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Officers make every effort fo ensure that the net impact of each FACR is as minimal as
possible. However, the net deficit forecasted mainly relates to:

- $160.,000 in additional rates due to the omission of 5 properties from the GRYV roll
provided by Landgate;

- $106.000 in additional Chinatown project management costs including shade
lighting design, and predicted expenses for ongoing Defects Period and Dispute
resolution;

- $70,000 for improvements to Ranger and Health business systems to increase
efficiencies and payment methods;

- $50,000 for the recruitment of a 6-month ICT Project Officer to progress the backlog
of ICT projects due to staff vacancies, and assist with business system
improvements;

- $42,000 decrease in actual Federal Assistance Grants (FAGS) received.

The above figure represents a budget forecast should all expenditure and income occur
as expected. It does not represent the actual end-of-year position which can only be
determined as part of the normal annual financial processes at the end of the financial
year.

A comprehensive list of accounts refer fo Attachment 1) has been included for perusal by
the committee and summarised by Directorate.

A summary of the results follows:

SHIRE OF BROOME SUMMARY REPORT
BUDGET IMPACT
FACR Q1 FACR Q1 YTD
Azgl’ﬁ% FACR Q1 Org. Exp/ Impact Adopted
Budp ot Overall (Org (Inc) / Exp Budget
(Inc) ngx (Inc) / Exp Savings) (less Org Amend.
P (by Dept) Savings) | (Inc)/ Exp
Executive 0 82,000 65,000 17,000 17,000
Corporate Services 0 -221,461 -202,461 -19,000 -19,000
gi‘::f;;‘:“‘ and 0 84,355 15,986 68,369 48,369
Infrastructure 0 162,141 40,893 121,248 121,248
Impact of Council
approved budget 0 0 0 0 0
amendments
Net impact of Org
Savings/Expenditure 0 0 0 0 0
0,000* 107,035 -80,582 187,617 0,000+ 187.617

CONSULTATION

All amendments have been proposed after consultation with Executfive and Responsible
Officers at the Shire.

STATUTORY ENVIRONMENT

Local Government (Financial Management) Regulation 1996
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r33A. Review of Budget

(1) Between I January and 31 March in each financial year a local government is to
carry out a review of its annual budget for that year.

(2A) The review of an annual budget for a financial year must —

(a) consider the local government’s financial performance in the period
beginning on 1 July and ending no earlier than 31 December in that financial
year; and

(b) consider the local government’s financial position as at the date of the
review; and

(c) review the outcomes for the end of that financial year that are forecast in the
budget.

(2)  Within 30 days after a review of the annual budget of a local government is
carried out it is fo be submitted to the council.

{3) A councilis to consider a review submifted to it and is to defermine* whether or
not to adopt the review, any parts of the review or any recommendations made
in the review.

*Absolute majority required.

(4) Within 30 days after a council has made a determination, a copy of the review
and determination is to be provided to the Department.

Local Government Act 1995

6.8. Expenditure from municipal fund not included in annual budget
1) Alocal government is not to incur expenditure from its municipal fund for an
additional purpose except where the expenditure —

(a)is incurred in a financial year before the adoption of the annual budget by
the local government;

(b) is authorised in advance by resolufion®; or

(c) is authorised in advance by the mayor or president in an emergency.

(1a) In subsection (1) —
"additional purpose” means a purpose for which no expenditure estimate is
included in the local government's annual budget.

POLICY IMPLICATIONS

2.1.1 Materiality in Financial Reporting

It should be noted that according fo the materiality threshold set in Policy 2.1.1 Materiality
in Financial Reporting, should a deficit achieve 1% of Shire's operating revenue ($422,176)
the Shire must formulate an action plan fo remedy the over expenditure.

FINANCIAL IMPLICATIONS

The net result of the Quarter 1 FACR estimates indicate that there will be a budget deficit
position of $187,617 to 30 June 2020.

RISK

The Finance and Costing Review (FACR) seeks to provide a best estimate of the end-of-
year position for the Shire of Broome at 30 June 2019. Contained within the report are
recommendations of amendments to budgets which have financial implications on the
estimate of the end-of-year position.
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The review does not, however, seek to make amendments below the materiality threshold
unless strictly necessary. The materiality thresholds are set at $10,000 for operating budgets
and $20,000 for capital budgets. Should a number of accounts exceed their budget within
these thresholds, it poses a risk that the predicted final end-of-year position may be
understated.

In order to mitigate this risk, the CEO enacted the FACRs to run quarterly and Executive
examine each job and account to ensure compliance. In addition, the monthly report
provides variance reporting highlighting any discrepancies against budget.

It should also be noted that should Council decide not o adopt the recommendations, it
could lead to some initiatives being delayed or cancelled in order to offset the additional
expenditure associated with running the Shire's operations.

STRATEGIC IMPLICATIONS

Our People Goal - Foster a community environment that is accessible, affordable,
inclusive, healthy and safe:

Effective communication
Affordable services and initiafives to satisty community need

Our Prosperity Goal - Create the means to enable local jobs creation and lifestyle
affordability for the current and future population:

Affordable and equitable services and infrastructure

Key economic development strategies for the Shire which are aligned to regional
outcomes working through recognised planning and development groups/committees

Our Organisation Goal - Continually enhance the Shire's organisational capacity to
service the needs of a growing community:

An organisational culfure that strives for service excellence
Sustainable and integrated strategic and operational plans
Responsible resource allocation

Improved systems, processes and compliance

VOTING REQUIREMENTS
Absolute Majority

COMMITTEE RESOLUTION:
(REPORT RECOMMENDATION)

Moved: Cr D Male Seconded: Cr C Mitchell
That the Audit and Risk Commiftee recommends that Council:
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1.  Receives the Quarter 1 Finance and Costing Review Repoit for the period ended 30
September 2019;

2.  Adopts the operating and capital budget amendment recommendations for the year
ended 30 June 2020 as attached;

3. Notes aforecast end-of-year position to 30 June 2020 of a $187,617 deficif posifion;
and

4.  Approves a budget transfer to the Public Open Space Reserve of $80,582 fo
quarantine potential surplus funds at the end of the financial year

CARRIED UNANIMOUSLY BY ABSOLUTE MAJORITY 3/0

Attachments
1. 2019/20 Q1 FACR Review
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53 RISK MANAGEMENT BIANNUAL UPDATE REPORT

LOCATION/ADDRESS: Nil

APPLICANT: Nil

FILE: COAQI1

AUTHOR: Manager Governance, Strategy and Risk
CONTRIBUTOR/S: Nil

RESPONSIBLE OFFICER: Director Corporate Services

DISCLOSURE OF INTEREST: Nil

DATE OF REPORT: 4 November 2019

SUMMARY:

The Shire of Broome Risk Profiles Register incorporates a list of risk categories currently used
to report to the Audit and Risk Commifttee (ARC) on the Shire's risk management
framework.

This report provides an update on;
e risk improvement initiatives over the last 6 months;
« research into a new risk management framework approach; and

e a high-level outline of steps required to implement the new risk management
framework approach.

BACKGROUND

Audit Regulation 17 came into effect in 2013.
It requires the Chief Executive Officer to review the appropriateness and effectiveness of a
local government's systems and procedures in relation fo:

(a) risk management;

(b) internal control; and

(c) legislative compliance.
The Risk Profiles Register developed by Local Government Insurance Services (LGIS) were
designed to dllow local governments to be compliant with Audit Reg 17.
However, the long-term appropriateness of this tool has recently been questioned as the
use of risk profiles creates a siloed approach fo risk management that has the potential to
cause:

¢ risk events to not be identified or managed:;

¢ significant duplication;

* significant control gaps and lack of assurance.

Put another way, the risk profiles demonstrate that the Shire is doing risk management
rather than managing risk.

Minutes - Audit and Risk Committee Meeting 18 November 2019 Page 66



Item 12.1 - MINUTES OF THE AUDIT AND RISK COMMITTEE MEETING HELD 18 NOVEMBER 2019

Minutes — Audit and Risk Committee Meeting 18 November 2019 Page 47 of 52

COMMENT

Biannual Report on Risk Improvement initiatives
The following activities have been undertaken over the period May 2019 — October 2019.

Risk Action Status
Insurance Strategy or Policy to be | LGIS have been engaged to complete a
developed comprehensive Insurance Risk Profiling exercise. The

field work has been completed with the full report
and recommendations expected by the end of
November.

This will inform the 2020/21 insurance renewal process
as well as documenting the Shire's current insurance
status, listing known uninsurable infrastructure/events
and commencing the discussion on the Shire's
appetite for self insurance in certain areas such as
excesses applied to policies and workers
compensation.

Workforce Plan

Consultant has commenced update with full report
expected by February 2020.

Risk Management Training

Manager of Governance, Strategy and Risk
completing Advanced Diploma of Governance, Risk
and Compliance.

Business Continuity Plan

Desktop review completed and LGIS engaged tfo
undertake full review including training workshops
and exercises with relevant staff in December.

Cloud backup implemented with full backup now
hosted in Data Centre in Perth.

ICT Security

Access Policy developed and implemented
including password policy and access authorisation
process.

Statement of Business Ethics

Adopted by Council at the August 2019 Ordinary
Meeting of Council.

Contract Management Training

LGIS have conducted a Confract Risk Management
workshop for 12 staff heavily involved in confract
management and procurement.

WALGA will be completing 3 days of contract
management fraining for approximately 20 people
at the end of November covering:
s Planning & Specification Development
¢ Evaluation, Supplier Selection & Contract
Establishment; and
» Managing Contracts in Local Government.

RelianSys - Compliance Software

FACR1 has a recommendation fo implement
RelianSys which is a specialised software package to
provide greater legislative compliance assurance.
This is a focus area of the OAG.

New Risk Management Framework Approach
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The Shire's existing Risk Management Policy, Strategy and Procedures are due for review.

Research and a referral from the City of Bunbury have led to an investigation of a risk
management framework approach developed by a Risk Management expert based in
Canberra. The approach is rapidly gaining popularity and being implemented by federal,
state and local government agencies on the east coast.

This growth is being driven out of frustration that traditional approaches to risk
management have led to questionable improvements in risk management practices and
have not provided the control assurance nor priorifisation of effort that AS/NZS/ISO 31000
Risk Management — Principles and Guidelines aims to deliver.

Risk Events

The majority of risk registers and risk profile registers detail a substantial amount of causes
and consequences. However, the focus should be on defining the much smaller number
of events/incidents that, if they occur will have a material impact on the Shire's objectives.

Local governments on a whole have the same core risks with some variability due to
different service delivery. Why is it then that local governments have all developed
different risk registers with different risk contextse

The Canberra consultant is currently developing a series of common risk libraries for various
industries. The Shire of Broome has been asked to participate in the consultation process
to develop the common risk library for local government. It is envisaged that this will lead
to a risk library of 30 - 40 initial events/incidents that local governments will focus on.

Example risk events might include:

« disruption to the collection of rubbish,
« explosion at bulk fuel storage facility at depot
« member of staff or elected member accepting benefits for approval of works.

The Risk Management Process will then be applied to the Risks as follows:

ot te TN -
{ A ‘ ( Idlentin )‘{ Step 3 - identity
\ Risks y - Consequences s \

_ Causes z s
~—— < s
l
/ /"—'\\ T
Step 0 -
' step 10 - ey
" I‘”‘ Controls for

Step 13 -
Decide if any Step 14-
further Develop
action is Treatments
required

y gi #2019 Paladin Risk Management Training Academy 250

As the risk management process is applied it will enable the Shire to prioritise its focus and
scarce resources to those risk events with the highest probable consequence and
consciously accept those risks that do not need any further controls or treatments to
comply with Council’'s approved risk appetite.

Strategic vs Operational Risks
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The below diagram defines in simple ferms the difference between Sirategic vs
Operational risks

The new risk management framework will look to create separate risk registers for Strategic
and Operational Risks as they require a different management approach. Typically,
strategic risks would be managed by the Council whereas operational risks are managed
by the CEO and reported to the Council as required.

In essence, strategic risks are events beyond the control of the Shire however require
strategies to mitigate should an event occur.

Strategic vs Operational Risks

Strategic Risks

Risks where the causes are external to the organisation that, if
they were to occur, would be serious enough that a change in
strategic direction may be required. Managed by the Board.

Operational Risks

Risks where the causes are internal or external to the
organisation that, if they were to occur, would impact the
achievement of the current strategy. Managed within the

business but reported to the Board

étrategic Risks = Threats (SWOT Analysis)

To transition the Shire's Risk Management Framework the focus areas over the next 6 — 12
months will be on:

Updating current documentation.

This will involve revising the current Risk Management Policy, developing a Risk
Management Plan and updating Risk Management Procedures.

Integral to updating the Risk Management Procedures will be getting Council to review its
risk appefite. The current risk appetite was defined through the development and
endorsement of the Shire's Risk Assessment and Acceptance Criteria with the help of LGIS
in 2016.

Currently the Shire has 7 consequence or impact categories that risk assessments are
assessed against:

Health

Financial Impact
Service Interruption
Compliance
Reputational
Property
Environment.
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In reality, service interruption, property and environmental are risks events Therefore it is
envisaged that impact categories can be simplified to four categories below. This will
improve the efficiency and understandability of the Risk Assessment Process:

Financial impact

Health/Satety impact
Reputational impact
Compliance impact.

Risk Register Development

A Consultant will be engaged to assist with the inifial creation of the Strategic and
Operational Risk Registers. This will involve workshops and training with both elected
members, the executive and managers. At an operational level, each risk will be assigned
to a member of the Executive Management Group and accountability for controls will
predominately fall to managers and supervisors who will form the Shires Risk Tactical
Advisary Group (R-TAG)

This approach will assist fo embed risk management info the Shire's normal business
processes as risk management should not be seen as a separate function or a
compliance activity. Risks are already being managed on a daily basis and therefore
should be part of business as usual as depicted below:

Strategic and
Business
Planning
Performance .
Management

Continuity

| Incident
| Management |

Ultimately, the primary benefit fo be obtained from risk management is to facilitate the
making of risk informed decisions.

CONSULTATION

The existing R-TAG have discussed the need to reset the risk management context within
the R-TAG, so that focus is applied to control effectiveness and assurance for identified
high risk events.

STATUTORY ENVIRONMENT

Local Government (Audif) Regulations 1996 1é.
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Audit committee, functions of

An audit commiftee —
(c) is to review a report given to it by the CEQ under regulation 17(3) (the CEO's
report) andis fo —
(i) report to the council the results of that review: and (ii| give a copy of
the CEQ's report to the council.

17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effecfiveness of a local government's
systems and procedures in relation to —
(a) risk management; and
(b} internal confrol; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1){a).
(b) and (c). but each of those matters is to be the subject of a review at least once
every 2 calendar years.

(3) The CEO s to report to the audit committee the resulfs of that review.

POLICY IMPLICATIONS

2.1.1 Legislative Compliance

2.1.4 Risk Management

2.2.1 Internal Control

FINANCIAL IMPLICATIONS

The Shire has funds budgeted in 2019/20 to redevelop the organisational risk framework.

STRATEGIC IMPLICATIONS

Our Organisation Goal - Continually enhance the Shire's organisational capacity to
service the needs of a growing community:

Outcome 4.4.3 Ensure all governance and compliance tasks are adhered to.

VOTING REQUIREMENTS
Simple Majority

COMMITTEE RESOLUTION:
(REPORT RECOMMENDATION)

Moved: Cr C Mitchell Seconded: Cr B Rudeforth

That the Audit and Risk Committee recommends that Council receive the Risk
Management Biannual Update Report.

CARRIED UNANIMOUSLY 3/0

Aftachments

There are no attachments for this report.
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[ 6. MATTERS BEHIND CLOSED DOORS |

Nil

[ 7. MEETING CLOSURE |

There being no further business the Chairman declared the meeting closed at 5:45pm.

These minutes were confirmed at a meeting held (DD Month Year),

and signed below by the Presiding Person, af the meeting these minutes were
confirmed.

Signed: . .ooooii
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